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1
Decision/action requested

This document proposes a Solution on UE-satellite-UE communication security.
2
References

[1] TS 33.700-29 “Study on Security and Privacy Aspects of 5G Satellite Access Phase 3”
3
Rationale

This solution addresses Key Issue #X: UE-satellite-UE communication security. 
4
Detailed proposal

Start of Change

6.Y
Solution #Y: UE-satellite-UE communication security
6.Y.1
Introduction

This solution addresses Key Issue #X: UE-satellite-UE communication security. 
In this solution, a STUN/TURN Server is implemented in the satellite, the UE requests allocation of candidate transport addresses for each media flow from the satellite. The satellite has implemented a NAT and a local DHCP server for assigning all UEs served by the satellite a local IP address. The P-CSCF is residing the serving IMS at the ground. The UE is using one of the security mechanisms specified in TS 33.328 [5] for exchanging the respective security material for a later media protection in the SDP offer, the call flow will not change for the mechanisms, only for the KMS support additional messages need to be sent to request the token on both sides.
6.Y.2
Solution details
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Figure6.Y.1-1: UE-satellite-UE communication security
1. 
The UE-A begins candidate transport address collection by performing a request for a transport address for each media flow from the STUN server.

2.
The STUN server reserves one of its transport addresses for each media flow and sends the reserved transport address information back to the UE. The STUN server also reflects the source transport address of the original request for a transport address.


If the UE fails to identify STUN servers it concludes that ICE and Outbound procedures are not supported by the network and defaults to operation using the IMS-ALG procedures.

3-4.
UE-A repeats the procedures for requesting a transport address for each RTCP flow. These steps may be executed in parallel with steps 1. – 2. or in series.

5. 
UE A may request a MIKEY-TICKET from the KMS if this media security mechanism is used.

6.
With its three candidates (locally assigned, server reflected and relay) UE-A forms an offer and forwards to its assigned P CSCF. The UE includes the SP cand-type, SP rel-addr and SP rel-port in the candidate attribute as defined in IETF RFC 5245 [x]. The UE includes the respective security credentials in the SDP offer. To ensure subsequent responses to the offer are allowed through the NAT, the P-CSCF stores the transport address information received in the transport header of the offer.

7.
The P CSCF forwards the Offer to UE-B using one of the previously established flows.

8.
If KMS is used, the IMS UE B checks if it is authorized to resolve the ticket and if that is the case IMS UE B interacts with the KMS to resolve the ticket and receive keys.

9-12.
UE-B performs the candidate gathering procedures as outlined in steps 1. – 4. above.

13.
With its three candidates (locally assigned, server reflected and relay) UE-B forms an answer and forwards to its assigned P CSCF. The UE-B includes the respective security response parameters in the SDP answer. 

14.
The IMS forwards the SDP Answer to the UE-A.

15. Both UE-A and UE-B perform connectivity tests on each received transport address to determine which of the received transport addresses are actually reachable. If both UEs are part of the same local network served by the same satellite, the UEs could connect directly without NAT. 

16. The UE A media is now routed directly to UE B at the same satellite without traversing to the core network at the ground. 

6.Y.3
Evaluation

TBD

End of Change
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